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Change your Skills

from an on-premise DBA to a cloud DBA
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Bjorn Peters

Kramer&.Crew
Senior Consultant Microsoft Data-Platform & Azure

SQL Server since version 6.5

Azure Meetup Hamburg Organizer

PASS Deutschland e.V. Member

Volunteer, Speaker, MVP

Father, Husband, Snowboarder, Cyclist, Geek
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http://www.sql-aus-hamburg.de/
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Azure Ecosystem

Accounts and
Subscriptions

Marketplace APls and CLIs

Portal

SLA,
Monitor Compliance, and
Trust

Resource Regions and
Manager Datacenters
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Azure SQL

SQL Server on Azure
Virtual Machines

Best for re-hosting and apps
requiring OS-level access and
control

Automated manageability
features and OS-level access

Infrastructure as a Service
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Azure SQL

SQL Server on Azure
Virtual Machines

Best for re-hosting and apps
requiring OS-level access and
control

Automated manageability
features and OS-level access

Infrastructure as a Service

Azure SQL Azure SQL
Managed Instance Database

o

Best for modernizing existing Best for building new apps in the
apps cloud

Offers high compatibility with Pre-provisioned or serverless
SQL Server and native VNET compute and Hyperscale storage

support to meet demanding workload

requirements

Platform as a Service



Let me show you...

Azure SQL — Portal Deployment
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laaS vs Paa$sS

Business continuity

High availability

101010

010101 Automated backups

Long term backup retention

O Geo-replication

Advanced security

Version-less

Built-in monitoring

Built-in intelligence




Purchasing models - SQL Database

Com

pute

DTU model

Simple, preconfigured

v

Storage

Pre-packaged, bundled unit that represents the database power

Designed for predictable performance, but somewhat inflexible and
limited in options

DTU sizing offers simplicity of choice

Compute

vCore model
Independent scalability

A + +
e

e

Microsoft’s
recommendation

v

Storage

This model allows you to independently choose compute and storage
resources. It also allows you to use Azure Hybrid Benefit for SQL Server and
Reserved Capacity to gain cost savings.

Best for customers who value flexibility, control and transparency
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Setup and configure network security

wed Azure SQL
Database

A

i
Configure Private Link
if possible

\
Not possible?

Set Allow Access to Azure
services OFF

Configure Firewall rules

Configure Virtual Network
rules

o= Azure SQL
& Managed Instance

Configure virtual network and subnet
before or during deployment

Follow standard
networking
practices to enable
connectivity



Networks / Connections

Public Access



Security capabilities and tasks

Security capabilities

* Active Directory Authentication
* Azure RBAC and locks

* Auditing

* Data encryption

* Dynamic Data Masking

» Advanced Data Security

Security tasks

» Setup and configure network Security
» Setup and configure data protection

» Setup and configure authentication and
authorization

* Monitoring security



Monitoring and Troubleshooting Performance

Azure Monitor Metrics, Alerts, and Logs

= Dynamic Management Views

Extended Events ?

Lightweight Query Profiling on by default

= Query Plan Debugging with SET statements Queries SQL Database Deeper insight
SQL Managed Instance

= Query Store on by default

» Performance Visualizations in portal



Automatic Tuning with
Azure SQL Database

Index Recommendations

ML approach based on DMVs and Query
Store

Parameterized Query Recommendations
View in DMVs and Azure Portal

" AdventureWorksAzurelT (
= s

< Om

O Resetsettings () Refresh

/AdventureWorksAzurelT) - Query Performance Insight

Recommendations [[]] Getting started O Feedback
o= s /

‘Add Azure Search

!t properties
O Locks

S Export template

Integrations ‘

1 Resource consuming queries

TOP 5 queries by:

() Long running queries

o \

Log 10
Stream analytics (preview)
Aggregation type:
Security suM
Advanced data security Time period: —
LAST 24 HRS
F1 Auditing
& Dynamic Data Masking
@ Transparent data encryption
Intelligent Performance Metrics comp... ©

&* performance overview

Wi Performance recommendati, DETAID.
0%
B, Query Performance Insight o610 &
0.06%
Automatic tuning
BAM A
Monitoring Click on a row be|f to get the details for the selected query.
BN Alerts
QUERY ID CPU[%] Ty DATAIO[%] Ty LOG IO[%] 14 DURATION[hh:mm:ss] L EXECUTIONS COUNT T #
Metrics
o 71.09 0 [} 44:56:00.960 2500063
B Diagnostic settings
® Logs Ell o 0 o 00:00:0040 177
[ 0 o 00:00:00.780 1
Support + troubleshooting
o 0 0 00:00:00.320 990
‘@ Resource health
. m [ 0 0.01 00:12:08.420 499971
2 New support request
= AdventureWorksAzureLT (t /AdventureWorksAzureLT) - Performance recommendations
SQL database
D search (Ctri+)) « 18 Automate View discarded Getting started @ Feedback
Add Azure Search
Recommendations
Properties
o Action 14  Recommendation description T Impact
2 Locks
Table: [OrderRating]

Createindex High
= Export template L= Indexed columns{OrderRatingID] w— © :ig
Integrations

Stream analytics (preview) Tuning history
Action T4 Recommendation description Ty Status T Time

Security
Advanced data security

B2 Auditing

& Dynamic Data Masking

© Transparent data encryption

Intelligent Performance
& Performance overview
= Performance recommendati..

B Query Performance Insight

There are currently no operations to display. Once you apply a recommendation, its status will be displayed here.



Backup and restore

= Auto backups and Point in Time Restore
(PITR)

Full Database backup once a week
Log Backups every 5-10 minutes
Differential Backups every 12 hours

Backup files on Azure storage with RA-GRS
replicated

Backup Integrity checks

Restore to new database

Long-term retention (up to 10 years) of backups
Geo-restore of databases if primary region down
Restore backups of deleted databases

= Manual COPY_ONLY Backup/Restore with
Managed Instance

Now

Backups retained for 7/35 days

Time

o
i-,.

X

|

» -7 days

Self-service restore
to a point in time




PowerShell




Let me show you...

It is really just a SQL Server
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Resources

. Microsoft Learn: Azure SQL fundamentals learning path

- Select the Azure SQL Workshop

I I How to choose tool

. Azure SQL documentation
v

Bjorn Peters

More videos from our team


aka.ms/azuresqlfundamentals
aka.ms/sqlworkshops
aka.ms/chooseazuresql
aka.ms/azuresqldocs
aka.ms/dataexposed
http://www.sql-aus-hamburg.de/

