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Get involved in Follow our page
our Meetup on Facebook

https://bit.ly/3auvRnD https://bit.ly/2P9sqgLy

groups

Join the conversation on
our Facebook group

https://bit.ly/2QqAWX4

3 YouTube

Follow our
Videos on
Youtube

https://bit.ly/3n8I5bP
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http://www.sqlpass.org/PASSChapters.aspx

Bjorn Peters

Kramer &Crew
Senior Consultant Microsoft Data -Platform

SQL Serversince version 6.5

Azure Meetup Hamburg Organizer
PASS Deutschland e.V. Member
Volunteer, Speaker, MVP

Father, Husband, Snowboarder, Cyclist,
Geek
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http://www.sql-aus-hamburg.de/

Nothing special
No Differences

Just a SQL
Server ;-




Introduction to SQL (Server) on Azure
Deploy & Configure

Security

Performance & Availability
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Introduction to Azure SQL
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Windows Azure and Azure Azure SQL Database Azure SQL Database

SQL Azure launch Virtual Machines V12 Managed Instance
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Azure Ecosystem

Azure Accounts
and Azure Portal
Subscriptions

Azure Resource

Azure Monitor
Manager

Malta
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Azure
Marketplace

Azure Regions
and
Datacenters
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Azure APIs and
CLls

Azure SLA,
Compliance,
and Trust




Azure SQL

SQL Server on Azure
Virtual Machines

Best for re-hosting and apps
requiring OS-level access and
control

Automated manageability
features and OS-level access

Infrastructure as a Service

Microsoft Data Platform

User Group

4

N—|

S

p

{5y

W — g

data

Saturday



Azure SQL

SQL Server on Azure
Virtual Machines

Best for re-hosting and apps
requiring OS-level access and
control

Automated manageability
features and OS-level access

Infrastructure as a Service
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Azure SQL
Managed Instance

Sor

Best for modernizing existing
apps

Offers high compatibility with
SQL Server and native VNET
support

Platform as a Service
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Azure SQL

SQL Server on Azure
Virtual Machines

Best for re-hosting and apps
requiring OS-level access and
control

Automated manageability
features and OS-level access

Infrastructure as a Service

Microsoft Data Platform

User Group

Azure SQL
Managed Instance

Sor

Best for modernizing existing
apps

Offers high compatibility with
SQL Server and native VNET
support
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Azure SQL
Database

Best for building new apps in the
cloud

Pre-provisioned or serverless
compute and Hyperscale storage
to meet demanding workload
requirements

Platform as a Service



laaS vs PaaS

@ Business continuity
@ High availability

101010

ololo) Automated backups

@ Long term backup retention
O Georeplication
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User Group

Scale

Advanced security

Versionless

Builtin monitoring

Builtin intelligence
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New deployment vs. Migration

New?

Pre-migration

g ¢ 8

Discover
Inventory
database assets,
and application
stack discovery

Malta
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User Group

Assess

Assess workloads
and fix
recommendations

Existing?

Migration

Convert

Convert the source
schema to work

in the target
environment. This
is only relevant for
heterogeneous
migrations.

Migrate schema,
data & objects

Migrate the source
schema, and then
migrate the source
data to the target

Data sync

Sync your target
schema and data
with the source.
This is only
relevant for
minimal-downtime
migrations

Cutover

Cut over from the
source to the target
environment. This
is only relevant for
minimal-downtime
migrations.
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Post-migration
)

Optimize

Based on the tests you
performed, address any
performance issues, and
then retest to confirm the
performance improvements
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Remediate
applications
Iteratively make any
necessary changes
to your applications

Run functional &
performance tests
Iteratively run
functional and
performance tests
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Security capabilities and tasks

Security capabilities

AActive Directory Authentication
AAzure RBAC and locks
AAuditing

AData encryption

ADynamic Data Masking
AAdvanced Data Security

Malta

User Group
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Security tasks

ASetup and configure network Security
ASetup and configure data protection

ASetup and configure authentication and
authorization

AMonitoring security



Setup and configure network

security

wwil Azure SQL
Database
[ A |

Configure Private Link
if possible

Not possible?

Set Allow Access to
Azure services OFF

Configure Firewall rules

Configure Virtual
Network rules

osoft Data Platforr

User Group

o= Azure SQL
Managed Instance

Configure virtual network and
subnet before or during
deployment
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Follow standard
networking practices
to enable connectivity



Setup and configure authentication
and authorization 3={ Satiirday

Deploy with a SQL server admin

Grant access just like SQL

Microsoft Data Platform



Monitoring and Troubleshooting 4=
Performance
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A Azure MonitorMetrics, Alerts, and Logs
A Dynamic Management Views

A Extended Events

i ? . e r o Query .

A Lightweight Queryrofilingon by default . @ @ store

A Query Plan Debuggingth SEstatements Queries SQL Database Deeper insight

A Query Store oiby default Sk Managed fnstance

A PerformanceVisualizationsn portal
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Automatic Tuning with 1.8
Azure SQL Database

—~d éaturdag
A Index Recommendations T e ——

A ML approach based on DMVs and Quer) e
Store :

A Parameterized Query Recommendations - 1 \ e
AView in DMVs and Azure Portal e Lo a——
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Backup and restore
A Auto backups and Point in Time Restore

(PITR) Backups retained for 7/35 days
Full Database backup once a week

Log Backups everyB) minutes Time
Differential Backups every 12 hours Now » -7days

Backup files on Azure storage with-BRS

replicated
l Self-service restore

Restore to new database

Longterm retention (up to 10 years) of backups
Georestore of databases if primary region down
Restore backups of deleted databases

Backup Integrity checks
to a point in time
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A Manual COPY_ONLY Backup/Restore with
Managed Instance
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