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You Rock! Sponsor Session

13:45 Track 1

.Das super nerdige Solisyon Film- und Serienquiz”
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Save the date for exiting upcoming events

PASS Camp 2017

Main Camp 05.12. - 07.12.2017 (04.12. Kick-Off abends)
Lufthansa Training & Conference Center, Seeheim

SQL Konferenz 2018

PreCon: 26.02.2018
MainCon: 27.02. - 28.02.2018
Darmstadtium, Darmstadt

More information at PASS booth
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About Me

Bjorn Peters
SQL Server Lead DBA

Atos Information Technologies GmbH m

PASS Deutschland e.V. Member, Volunteer, Speaker Microsoft-
Most Valuable

Azure Meetup Hamburg Leader Professional
Father, Husband, Snowboarder, Cyclist, Geek

Cloud & Datacenter MVP

/ﬁ‘ www.sql-aus-hamburg.de >AI< info@sql-aus-hamburg.de

y @SQL_aus_HH SQL_aus_HH




Agenda

» Hardware-Aspekte

* \orbereiten der Installation
* Next, Next, Next... Finish

» Konfiguration des Servers

* Nachbereitung der Installation
« Q&A
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Welches Rezept soll umgesetzt werden?
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Fastfood is not always good

1. Festplatte C

OS, MS SQL Installation

2. Festplatte D

Data, Log, TempDB, Applikation
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5-Sterne-Deluxe Menu

1.

Festplatte C
OS

Festplatte
MS SQL Installation

Festplatte
Datafiles

Festplatte
Transaction-Logfiles

Festplatte
TempDB-Datafiles

s
R 7 e e e X
= = = = =]

6. Festplatte
InMemory / Bufferpool

/. Festplatte
Backup
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Versuch / Erkenntnis

+11.495

M 2 Drives:\ Testl
M 3 Drives:\ Test2
W 4 Drives\ Test3
M 5 Drives\ Test4
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Das Schnibbeln



Vorbereitung der Zubereitung

Disc-Alignment / Disc-Configuration

Disk 1 66 GB OS

Disk 2 SQL Engine 10GB mit 4K Format
2.1 Data 300GB mit 64K Format
2.2 TLOG 100GB mit 64K Format
2.3 TempDB 100GB mit 64K Format

“fsutil fsinfo ntfsinfo <drive>:"
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Vorbereitung der Zubereitung

Power Options Configuration

T |$ v Control Panel » Hardware » Pouver Options W C-| | Search Control Panel o |
@ | General | Advanced I Drriver I Detailsl Event$| Faower tanagement

Contrel Panel Home .
Choose or customize a power plan

- 1 . . . . .
_ ) o ) H HF MC232i OP Multifunction Gigabit Server Adapter #51
Choose what the power button A power plan is a collection of hardware and systemn settings (like display brightness, sleep, etc.) that -
does manages how your computer uses power. Tell me more about power plans -

Create a power plan Preferred plans

@) Choose when to turn off the [ ] &llows the computer b tum off this device to save power

display

() Balanced (recommended) Change plan settings
Automatically balances performance with energy consumption en capable hardware. I—I Allowy thiz dewice towake the COmpLter

(®) High performance Change plan settings
Favors performance, but may use more energy.

Warming: If this iz a laptop computer and you run it using battery power,
allawing the netwark. adapter to wake the computer could drain the battery

) Power saver Change plan settings more qulckl_l,l. [t m_lght alzo cause the laptop to become wery hat if it wakes
up while packed in a canmying case.

Hide additional plans @

Saves energy by reducing your computer's performance where possible.

See also

User Accounts Cancel




Vorbereitung der Zubereitung

Local User Rights

« Back up files and directories

To avoid problems during adding, removing, listing folders and copying Data, Files
http://www.sqgl-aus-hamburg.de/go/Backup files and directories

* Debug programs

Determines which users can attach a debugger to any process. This privilege provides powerful access to
sensitive and critical operating system components.

http://www.sql-aus-hamburg.de/go/Debug programs

* Manage auditing and security log

To avoid problems during adding, removing, listing folders and copying Data, Files
http://www.sql-aus-hamburg.de/go/Manage_auditing_and security log
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Vorbereitung der Zubereitung

Local User Rights

File  Action  Wiew Help

@ 7 = B

i Security Settings
[ E Account Policies
4[4 Local Paolicies

b (4 Audit Policy

,j User Rights Assignment

b [& Security Options

B wdindows Firewsall with Sdvanced Sec
[ 7] Metwork List Manager Palicies

p [] Public Key Policies
b || Software Restriction Policies
p [ Application Control Palicies
[ ,g IP Security Policies on Local Compute
p [ Advanced Audit Palicy Configuration

Palicy
| Al log on locally
gﬁ.&llow lag on through Remaote Desktop Services
Back up files and directories

1| Bypass traverse checking

1| Change the system time

1| Change the time zane

1| Create a pagefile

1| Create a token object

1| Create global objects

1| Create permanent shared objects

1| Create symbalic links

1| Debug programs

1| Derry access to this computer from the netwaork
1| Derry log on as a batch job

| Dery log on as a service

1| Deny log on locally

1| Derry log on through Remate Desktap Services
1| Enable computer and user accounts to be trusted for delega...
1| Farce shutdawn from a remate system

1| Generate security audits

| Impersanate a client after authentication

1o/ Increase a pracess warking set

[/ Increase scheduling priority

e Load and unload device drivers

U/ Lack pages in mermarny

12| Log on as a batch job

| Log an as a service

Manage auditing and security log

1| Madify an abject label

1| Modify firrmuare environment values

L Berfrrrmamlime maintenance tacks

Security Setting
Administrators
Administrators,Rermote ...
Administrators,Backup ..

LOCAL SERVICE,METW ..,

LOCAL SERVICE, Admini..
LaCcAL SERVICE, Admini..
Administrators

LOCAL SERVICE,METWO,.,

Administrators

Guests
Guests
Guests
Guests
Guests

Administrators

LOCAL SERVICE,NETW QL.
LOCAL SERWICE,METW ..,

LOCAL SERVICE, Admini..
Administrators
Administrators
MT SERVICEWMSSOL$IM...
Adrministrators,Backup .
3CLServer200550LEraw...

Administrators

Administrators
Administratars BT SERV]




Vorbereitung der Zubereitung

Frameworks / Patches / Fixes

 Frameworks ((NET 3.5 /4.x)
e Letztes OS - ServicePack
» Letztes OS - Cumulative Update

* Download aller notwendigen SQL ServicePacks und
Cumulative Updates

http://www.sgl-aus-hamburg.de/go/sqglserverbuilds/
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erst die trockenen Zutaten

 alle notwendigen Informationen bereitlegen

Instanznamen
Collation

Service- / AdminUser
Pfade

* Installation durchfihren

Empfehlung => Silent Installation per cmd
Setup.exe /SAPWD="<SA_PWD>" /ConfigurationFile=<TMP_FOLDER>\ConfigurationFile.ini
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Besonderheiten SQL Server 2016 /2017

L Server 2017 CTP2.1 Set - u]
% SOL Server 2016 CTP3.0 Setup — O X T 5L senver P
Server Configuration
Server Conflguratlon Specify the service accounts and collation configuration.
Specify the service accounts and collation configuration.
Pri _
& SQL Server 2016 CTP3.0 Setup - O X (] T SO Server 2017 CTP2A Sctup o
Pro Gt Datab Engine Configuration
T Database Engine co“ﬂguratlon Pr Specify Database Engine authentication security mode, administrators, data directories and TempDB settings.
In:
Glo Specify Database Engine authentication security mode, administrators, data directories and TempDB settings. In
| FEEEEG Server Configuration Data Directories | empDE | FILESTREAM
Proj T | License Temns
e TempDB data files: tempdb.mdf, tempdb_mssql_# ndf
Inst| Product Key Server Configuration Data Directories FILESTREAM I :m:a‘ R:‘e: 2 =
ct Updat fles: S
Instl License Terms sd | ’:t :Sap ;IES Number of files:
Global Rules TempDB data files:  tempdb.mdf, tempdb_mssql_#.ndf go| LR Initial size (MB): & 3 Total initial size (MB):
Instl | Install Rules .
Product Updates Number of files: (4 o Fel  Feature Selection Autogrowth (MB): ®  [Z]  Total autogrowth (MB}:
Set Re| Feature Rules Datadirectories:  |[@1F Files\Microsoft SOL Se QLSERVER\MSS
Install Setup Files - D 3 2\Program Files\Microsoft SQL Sei QLSERVER\MSS| Add..
Fea o Initial size (ME): 2 - Total initial size (ME): Ins nstance Configuration
Install Rules < Cq  Server Configuration Bemove
Feal | nstaliation Type Autogrowth (MB): (%[5 Total autogrowth (MB): Database Engine Configuration
s Setup Role DECY D LN C:\Program Files\Microsoft SOL Server\MSSOL13.5QL16CTP3\ Add... ;E“d“'i C“’:'E”‘”““’" Rules
Ser] . eady to Instal
Feature Selection Installation Progress
M=+ Feature Rules Remove Complete
Instance Configuration
Server Configuration
Database Engine Confi < >
Feature Configuration Rules TempDB log file:  templog.Idf
Eeadviollelal Initial size (MB): 2 [
Installation Progress = TempDEB log file:  templog.ldf
Autogrowth (MB): |® % R e L
Complete Initial size (MB): = Setup could take longer with large initial size.
Log directory: C\Program Files\Microsoft SQL Server\MS5CL13.5CQL16CTPI\M Autogrowth (MB): | :
L Leg directory: C:\Program Files\Microsoft SQL Server\MSSQL14.MSSQLSERVERYMSSQL\Data
< Back Mext > Cancel Help <Back Mext > Cancel




Jetzt kommt das groBBe Ruhren

5 SOL Server 2017 CTP2.1 Setup

Ready to Install

Verify the SQL Server 2017 CTP2.1 features to be installed.

Product Key Ready to install SQL Server 2017 CTP2.1:
License Terms = Summary
Global Rules .. Edition: Evaluation
Product Updates - Action: Install (Product Update)
Install Setup Files - Prerequisites
[=)- Already installed:
Install Rul
reRel e Microsoft Visual C++ 2015 Redistributable
Feature Selection . Windows PowerShell 3.0 or higher
Feature Rules - Microsoft Visual Studic 2010 Redistributables
Instance Configuration - Microsoft Visual Studic 2010 Shell

- Microsoft MET Framework 4.6

Server Configuration _ X
-- General Configuration

Database Engine Configuration

= Features
Feature Configuration Rules . Database Engine Services
Ready to Install - Client Tools Connectivity

.. Client Tools Backwards Compatibility
-~ Documentation Components

Installation Progress

Complete .
[=- Instance configuration

- Instance Name: MSSOLSERVER
Instance ID: MSSQLSERVER
Instance IDs
- S50L Database Engine: MS50L14.MSSOLSERVER
i Instance Directory: C:\Program Files\Microsoft SOL Server\,
=)~ Shared compoenent root directory
‘... Shared feature directery: c\Program Files\Microsoft SOL Server\,
Shared feature (WOWB4) directory: c\Program Files (x86)\Microsoft SQL Server\,
=~ Product Update
Update Enabled: True
Update Source: MU
[=- Instance configuration

Configuration file path:

C:AProgram Files\Microsoft SQL Server\140\5etup Bootstrap'Logh20170531_162512\ConfigurationFile.ini

< Back

Cancel




Anrichten / Deko



Konfiguration — Netzwerk

* Non Default Ports vergeben
SQL Server und SQL Agent

* Firewall Ports freigeben

TCP port
SQL Service Broker TCP
SQL Browser UDP
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Konfiguration — TempDB
* Anpassung der Anzahl der TempDB-Datafiles

If Anzahl Cores <= 8 then
Anzahl Datafiles = Anzahl Cores
else
Anzahl Datafiles = 8
alle Datafiles sollte die gleiche GroBe haben

* Beispiel

TempDB-Platte hat 100GB / 4 Kerne = 4 Datenfiles mit jeweils 25GB

<D



Konfiguration — CPU/RAM-Nutzung

« Speicher Nutzung definieren

Sicherstellen das das OS ausreichend RAM erhalt:
RAM < 8 GB, dann 1 GB fir OS, 3 GB fir SQL
RAM > 8 GB, dann 2 GB fiir OS, Rest flir SQL
RAM > 64 GB, dann 4 GB fir OS, Rest fir SQL
RAM > 128 GB, dann 8 GB fiir OS, Rest flir SQL
ausprobieren, anpassen, ausprobieren...

 Parameter fUir Adhoc-Workload aktivieren
e MaxDOP setzen

Default ist 5, normalerweise zu gering
OLTP = 40

Reporting = 25

ausprobieren, anpassen, ausprobieren...
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Konfiguration — Sonstiges — 1/2

* Network packet size (8000)

* Backup compression (enable)

* sadisablen, analogen User einrichten

» SQL Server Logs konfigurieren (Cycle)

* SQL Server Audit konfigurieren (Bedarf?)(EE)
* Antivirus Software anpassen/Uberprufen

* Linked Server ? COM - Berechtigungen
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Konfiguration — Sonstiges — 2/2

= Local Group Policy Editor
File Action “iew Help

X IEIEEY

=[ Local Computer Policy Palicy “ Security Setting

4 % Computer Configuration
p [ Software Settings
4 [ Windows Settings
|| Mame Resolution Palicy
=] Scripts (Startup/Shutdown)
4 i Security Settings
b 4 Account Palicies
4 [ 4 Local Palicies
I 4 Audit Policy
I 4 User Rights Assignment
[ [ 4 Security Options
Bl Windows Firewall with &dvanc
[ Metwark List Manager Palicies
] Public Key Paolicies
| Software Restriction Policies
[ Spplication Cantral Policies
,g IP Security Policies on Local Ce
B [ Advanced Audit Paolicy Config
I gllj Policy-based QoS
] Administrative Ternplates
a 4% User Configuration
| Software Settings
Bl WWindoues Settings
b [ Administrative Ternplates

b
I
I
b

125 Change the time zane

12 Create a pagefile

15s| Create a token object

12z Create global objects

1] Create permanent shared objects

12z Create symbaolic links

1) Debug prograrms

1e) Deny access to this computer from the network
1z Deny log on as a batch job

12 Deny log on as a service

1z Deny log on locally

1) Deny log on through Remaote Desktop Services

12z Enable computer and user accounts to be trusted for delega,.

12 Force shutdown from a remote system
l2z] Generate security audits

s Impersonate a client after authentication
e Increase a process warking set

1] Increase scheduling priovity

| Load and unload device drivers

5| Lack pages in mermory

1s) Log on as a batch job

[z Log on as a service

1) Manage auditing and security log

12e] Modify an object label

s Modify firreare environment values
[He] Perform wolurme maintenance tasks

12z Profile single process

12| Profile system performance

1) Rernove computer from docking station
1) Replace a process level token

los| Restore files and directories

122 Shut dowen the system

LOCAL SERVICE,Admini...
Adrministrators

LOCAL SERVICE,METWO.,,

Adrninistrators
Administrators
Guests
Guests
Guests
Guests
Guests

Administrators
LOCAL SERVICE,METWO..,
LOCAL SERVICE,METWO.,,,
LOCAL SERVICE,Admini..
Adrministrators
Administrators
T SERVICEVMESOLEIM...
Administrators,Backup ...
SOLSereer2 005500 Brow..,

Administrators

Administrators
Administrators, MT SERV...
Adrministrators
Administrators, MT SERV...
Adrninistrators

LOCAL SERVICE,METWOD,,
Adrministrators,Backup ..

Administrators

Lock pages in memory

Locking pages in memory may boost performance when

paging memory to disk is expected.
http://www.sgl-aus-hamburg.de/go/Lock pages in_memory

Perform volume maintenance tasks

This security setting determines which users and groups can
run maintenance tasks on a volume, such as remote
defragmentation. Better now as “Enable Instant File
Initialilization”

http://www.sgl-aus-hamburg.de/go/Perform volume maintenance tasks
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Housekeeping



dbatools is a free PowerShell
module with over 200 SQL Server
best practice, administration and
migration commands included.

Introduced by Chrissy LeMaire and
enriched by the community

Chrissy LeMaire, Creator, SQL DBA
& Cloud and Datacenter
Management (PowerShell) MVP




Best Practice Commands

Best Practice Commands

Expand-SqlTLogResponsibly Set-DbajobOwner
Find-5qlDuplicatelndex Set-DbaMaxDop
Find-5glUnusedindex Set-DbaPowerPlan
Get-DbalastBackup Set-DbaMaxMemory
Get-DbalastGoodCheckDhb Set-SglTempDbConfiguration
Get-DbaMaxMemory Test-DbaMaxDop
Repair-DbaServerMame Test-DbaDatabaseCollation
Set-DbaDatabaseOwner Test-DbaDatabaseCompatibility
Powershell

Set-DbaPowerplan -ComputerName SQLO1
Set-DbaMaxDop -SqlServer SQLO1
Set-DbaMaxMemory -SqglServer SQLO1

Test-DbaDatabaseOwner
Test-DbaDiskAlignment
Test-DbaDiskAllocation
Test-DhajobOwner
Test-DbalastBackup
Test-DbaMaxMemory
Test-DbhaOptimizeForAdHoc
Test-DbaPowerPlan

Set-SqlTempDBConfiguration -SqglServer SQLO1

Test-DbaServerMame
Test-DbaSpn
Test-DbavalidLogin
Test-DbaVirtualLogFile
Test-SqITempDbConfiguration
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Beispiel - Test-SqlTempDbConfiguration

Evaluates TempDB against a set of rules to match best practices. The rules are:

 TF 1118 enabled: Is Trace Flag 1118 enabled (See KB328551)

* File Count: Does the count of data files in TempDB match the number of
logical cores, up to 8.

«  File Growth: Are any files set to have percentage growth, as best practice
is all files have an explicit growth value.

«  File Location: Is TempDB located on the C-Drive? Best practice says to locate it
elsewhere.

«  File MaxSize Set(optional): Do any files have a max size value? Max size could
cause TempDB problems if it isn't allowed to grow.

Other rules can be added at a future date. If any of these rules don’'t match recommended
values, a warning will be thrown.
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Housekeeping — Ola Hallengren

SQL Server Backup, Integrity Check, and Index and Statistics Maintenance
The SQL Server Maintenance Solution comprises scripts for running backups, integrity checks, and index and statistics maintenance on all
editions of Microsoft SQL Server 2005, SQL Server 2008, SQL Server 2008 R2, SQL Server 2012, SQL Server 2014, and SQL Server 2016.
The solution is based on stored procedures, the sqlcmd utility, and SQL Server Agent jobs.

Ola Hallengren designed the solution for the most mission-critical environments, and it is used in many organizations around the world.

The SQL Server Maintenance Solution has been voted as Best Free Tool in the 2013, 2012, 2011, and 2010 SQL Server Magazine Awards,
and a top session at PASS Summit 2014.

The SQL Server Maintenance Solution is free.

Telecommunications Logistics Financial Services Manufacturing
AT&T Descartes Allied Irish Bank SEB Alstom
TeliaSonera DFDS Citibank Skandia CDG
Verizon DSV First National of Nebraska Target Group ISCAR
ILSS ING The Bancorp
Travel Medibank Private United Bank
Saxo Bank Wells Fargo

Thomas Cook
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http://www.verizon.com/
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http://www.fnni.com/
http://www.ing.com/
https://www.medibank.com.au/
https://www.home.saxo/
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http://www.descartes.com/
https://www.dfds.com/
http://www.dsv.com/
http://www.ilss.biz/
http://www.alstom.com/
http://www.cdgnow.com/
http://www.iscar.com/
https://seb.se/
https://www.skandia.se/
https://www.targetgroup.com/
http://www.thebancorp.com/
http://www.bankwithunited.com/
https://www.wellsfargo.com/

Ola Hallgren - Beispiele

|SiE] &SI LA U E DS P U E ML T

ADM_OH_CHECK_DE_PROD
ADM_OH_CHECK_DB_PROD_OMLY_PHYSICALS
ADM_OH_CHECK_DB_REST
ADM_OH_DatabaseBackup - SYSTEM_DATABASES - FULL
ADM_OH_DatabaseBackup - USER_DATABASES - DIFF
ADM_OH_DatabaseBackup - USER_DATABASES - FULL
ADM_OH_DatabaseBackup - USER_DATABASES - LOG
ADM_OH_INDEX_MAINTEMNANCE_PROD_Mo-Sa
ADM_OH_INDEX_MAINTENANCE_PROD_So
ADM_OH_INDEX_MAINTENANCE_REST_Mo-Sa
ADM_OH_IMDEX_MAINTENANCE_REST_So
ADM_OH_STOP_IOE
ADM_OH_UPDATE_STATISTICS_PROD

ADM_OH_UPDATE_STATISTICS_REST
(S8 AMkA RED MEL SAKADI EIN

EXECUTE dbo.DatabaseBackup

@Databases = 'USER _DATABASES',
@Directory = 'C:\Backup',
@BackupType = 'FULL',

@verify = 'Y',

@Compress = 'Y',

@CheckSum = 'Y'

J
@CleanupTime = 24

EXECUTE dbo.IndexOptimize
@Databases = 'USER_DATABASES',
@FragmentationLow = NULL,

@FragmentationMedium =
' INDEX_REORGANIZE, INDEX_REBUILD_ONLINE,INDEX_REBUILD_OFFLINE',

@FragmentationHigh =
"INDEX_REBUILD_ONLINE,INDEX REBUILD OFFLINE',

@FragmentationLevell = 5,
@FragmentationLevel2 = 30



Offene Fragen 777

?97?
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Don't forget ... After-Show-Party!!!
5 Jahre SQL Saturday

an der Hochschule Bonn-Rhein-Sieg

SQLSat Bruzzler - Grillparty
- Wurstchen & Bier ab ca. 19.00 Uhr
am Ende der Hochschulstral3e
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